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PERSONAL INFORMATION Micșunel-Lucian CREȚU 
  

              

 

 

 lucian.cretu@icpe-ca.ro   luciancretu07@gmail.com  

 https://www.linkedin.com/in/lucian-cretu-463507191/ 

Sex Male | Date of birth | Nationality Romanian  

  
VACANCY TARGETED  

  
WORK EXPERIENCE  

OCT 14th, 2019 – PRESENT 

 
Counselor - Romanian National Research, Development and Innovation Institute in 
Electrical Engineering Domain, INCDIE ICPE-CA, Bucharest, Romania  

 

Role: Counselor for enhancing the protection of classified information standards according with national, 
NATO and UE provisions of laws, for implementing information security management system, confidential 
trade information and protect the intellectual property rights in national research and development 
domain. 
Main activities and responsibilities: 

- Setting up the internal standards for protecting classified information according to lawful 
provisions. 

- Coordination of classified information protection activity in all components. 
- Thinking out the risk’s analyses regarding information security management system. 
- Setting up the guidance and SOP’s regarding research & development information security 

management system. 

- Thinking out the SOP’s referred to confidential trade information and protect the intellectual 
property rights in research, development and innovation domain. 

Business or sector Research, development and innovation 

 
OCT 1st, 2019 – SEPT 2020 Public policy expert, Romanian Ministry of Education and Research, Bucharest, 

Romania 
Role: Public policy expert in research, development and innovation domain according with Administrative 
Capacity Operational Program – SIPOCA 393 
Main activities and responsibilities: 

 

 

 

 

- Setting up the policy and SOP’s regarding classified information, information security 
management system, confidential trade information and protect the intellectual property rights 
in research, development and innovation domain. 

Accomplishments: I have thought out the SOP and Guidebook referred to classified information 
provisions of national, NATO and UE laws in research and development domain. 
Business or sector Research, development and innovation. 

FEB 2nd, 2017 – NOV 2020 

 
Counselor, National Response Centre for Cyber Security Incidents, Bucharest, 
Romania 

 

Role: Counselor for enhancing the protection of classified information standards according with national, 
NATO and UE provisions of laws. Amongst the key roles and responsibilities: 
Main activities and responsibilities: 

- Setting up the internal standards for protecting classified information according to lawful 
provisions. 

- Coordination of classified information protection activity in all components. 
- Advising and recommending deciders the efficient arrangements to minimize the risks effects 

and to cut out the vulnerabilities detected in own classified information security system. 
- Thinking out the SOP`s and policies related to personnel, physical and classified information 

protection management al CERT-RO level. 
- Process manager for implementing CAF and BSC instruments for implementing ISO 9001 

standard till July 13th, 2020. 
- Thinking out the risk’s analyses in cybersecurity domain. 
- Setting up the guidance and SOP’s regarding classified information protection in cybersecurity 

domain.  
- Thinking out the public policies referred to prevent and response to cybersecurity incidents. 
- I am holding NATO and EU Security Clearance. 
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Accomplishments: 
- I have set up the internal standards to improve and to enhance the security information 

protection system of CERT-RO. 
- I have thought out the risk analyses regarding the impact of cybersecurity incidents on networks 

information security. 
 Business or sector IT&C 
  

FEB 29th, 2016 - JUN 1st, 2016 & 
SEPT 2nd, 2016 – FEB 2nd, 2017 

Retired officer (Colonel) 

  

JUN 2nd – SEPT 1st, 2016 Project Manager – Chief of Program 
 SC MarcTel SIT SRL (Ltd.) 

 - Working out and designing solutions for C4ISTAR system which will be delivered to Romanian 
Ministry of National Defense. 

- Drawing up the technical offer to accomplish the operational and technical requirements of the 
contactor’s organizations. 

- Setting up the designed and tested documents for offers products to certify carrying out the 
NATO, EU, ISO STANAGs or other international organizations. 

Accomplishments: I have drawing up the operational solutions for the company equipment according to 
Ministry of National Defense requirements and related to join these specialized subsystems in the 
aggregate C4ISTAR. 

SEPT 1989 - FEB 29th, 2016 

Business or sector Communication and information systems and services for national defense industry. 
 

Officer – Romanian Ministry of National Defense 

SEPT 2009 - FEB 29th, 2016 
Office Chief, Romanian Ministry of National Defense. 

 

Main activities and responsibilities: 
- Military bases security management. 
- Classified information protection management. 
- Intelligence and counterintelligence analyze and surveys in national military and industrial 

security field. 
Accomplishments: I have provided the most value information to the commanders of the strategic 
Headquarters, and for the managers of the top politico-military levels to make better decisions and the 
military organizations have accomplished their mission. 
JAN 2007 - AUG 2007 
Chief Theatre Security Officer in KOSOVO/ Headquarters KFOR, Pristina - KOSOVO/ NATO. 

Main activities and responsibilities: 
- Personnel protection management. 
- Physical protection management. 
- Protection of classified NATO information management. 
- Protection of classified NATO information running on communication and information systems 

(CIS) – COMSEC and COMPUSEC. 
- Security analyzes in industrial security sector. 

Accomplishments: I have consistently provided the best advice and security assessments to senior KFOR 
leaders with which they were able to enforce NATO Security Policy essential to the successful mission 
completion of KFOR. 
AUG 2004 - SEPT 2009 

Security manager on major procurement/acquisition programs, Romanian Ministry of National Defense. 
Main activities and responsibilities: 

- SWOT intelligence and counterintelligence analyze in industrial security sector. 
- Vetting activities for contractor’s organization to make classified contract relating to defense 

procurement. 
- Vetting activities for granting individuals’ access to classified national and NATO information to 

carry on military equipment delivery contracts. 
Accomplishments: I have improved teamwork skill along my military carrier by taking part in working 
groups with both military representatives and contractors’ organizations operating in defense industry at 
national and international levels. I have supported the procurement process of short - medium range 
aircraft by providing the best security assessments to grant both contractors’ organization and individuals 
the access of classified national and NATO information. I have also provided the security guidance for 
completing at time 10 other major military acquisitions programs. 
Business or sector Intelligence and counterintelligence / national defense and security. 
SEPT 1989 - AUG 2004 
Subunit commander / Chief branch S-6 (Communication and information) in military airborne, 
paratroopers and special missions’ units, Romanian Ministry of National Defense. 

Main activities and responsibilities: 
- Design, setting up and CIS management to lead military action on the tactical, operational and 

strategic levels. 
- Personnel management. 
- Logistics. 
- Circuits and flows information management. 
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Business or sector Communication and information systems in national defense sector. 
 

EDUCATION AND TRAINING 
  

2022 TRAINER COURSE Certificate N no. 0179586 
 
 
 
 
 

2018 

ILBAH STUDIO SRL, Bucharest, Romania 
- Lawful provisions regarding processional training of adults. 
- Communication and relationship in training process. 
- The improvement of teamwork in the training process. 
- The assessment of applicants in the training process. 

DATA PROTECTION OFFICER COURSE Certificate DPO 0033 

 

Avangarde Business Academy, Bucharest, Romania 
- To inform and advise the controller or the processor and the employees who carry out 

processing of their obligations pursuant to this UE Regulation 2016/679 and to national data 
protection provisions. 

- To monitor compliance with UE Regulation 2016/679, with other national data protection 
provisions and with the policies of the controller or processor in relation to the protection of 
personal data, including the assignment of responsibilities, awareness-raising and training of 
staff involved in processing operations, and the related audits. 

- To provide advice were requested as regards the data protection impact assessment and 
monitor. 

- To cooperate with the supervisory authority. 

2018 Information Security Manager Course Certificate L no. 00195017 
 Avangarde Business Academy, Bucharest, Romania 

 

- Planning Information Security Management System based on risk assessments and 
requirements. 

- Designing organizational and procedural security measures for treating risks addressed to 
security information. 

- Setting up the organizational security measures according to risk assessment. 
- Management of information security incidents.in order to ensure a quick and effective response 

to these, to limit and to neutralize its harmful effects. 

2018 Security and Healthy Risks Assessor Course Certificate 875 
 UPET – Petrosani University, Petrosani, Hunedoara, Romania 

 

- Security and health to work risks management. 
- Occupational security and health management. 
- Assessment methods of occupational risks. 
- Measures of prevention and protection against accidents to work. 
- Conformity audit on occupational security and health domain. 

2008 Advance Joint Operation Staff Course Certificate G no.007898 

 
Crisis Management and Multinational Operations College – National Defense University, Bucharest, 
Romania  

 

- Crisis management and multinational joint operations. 
- Politico-military doctrine. 
- NATO politics and strategies. 
- Euro Atlantic’s and national security. 

2004 Master program “Lead Military Action” V no.0000036 
 National Defense University Bucharest – Command and Staff Faculty, Bucharest, Romania 

 

- Military organizations management. 
- Making decision process in military organizations. 
- Lead military actions carry on strategic and operational level. 
- Intelligence and national security. 
- CIS management strategic and operational levels. 
- Weapons systems management. 
- Logistics - strategic and operational levels. 

2004 Economist and Manager Diploma V no.0099121 
 Oil and Gas University – Faculty of Economics Sciences, Ploiesti, Prahova, Romania 

 

- General management. 
- Administration data bases systems. 
- Marketing. 
- Public finances. 
- Production management. 
- Human resources management. 
- Insurance and reassurance management. 
- Supply and distribution management. 

1989 Officer Diploma O no.1103 
 Land Forces Military Academy Sibiu, Romania 

 

- Lead military actions carry on tactical level. 
- Intelligence and national security. 
- CIS management- tactical and operational levels. 
- Weapons systems. 
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- Information and intelligence management. 
- Logistics / tactical and operational levels. 

 
  

PERSONAL SKILLS  

Mother tongue(s) Romanian 
  

Other language(s) UNDERSTANDING  SPEAKING  WRITING  

 Listening  Reading  Spoken interaction  Spoken production   

English B2 B2 B2 B2 B2 
  

French A1 A2 A1 A1 A1 
  
 Levels: A1/A2: Basic user - B1/B2: Independent user - C1/C2 Proficient user 

Common European Framework of Reference for Languages 
  

Organizational / managerial skills   Analysis capacity, creativity & innovation, teamwork orientated also, extrovert personality with 
communication and relationship skills in different kind of social environment. 

 I have a high level of experience in national and NATO classified information protection management, 
project, and team management, also in objectives management. 

  
Technical skills  Specialized manager in design and setting up CIS realized in defense industry for military units from 

tactical, operational and strategic levels. Specialized manager in drawn up technical and operational 
requirements for communication systems. 

 Trainer technical center for C-130 HERCULES aircraft, paratrooper trainer for all military short-range 
and medium range aircraft from Romanian Air Force endowment, flight and airdrop command-
controller. 

  

Digital competence SELF-ASSESSMENT 

 Information processing Communication Content creation Safety Problem solving 

 Independent User Independent User Independent User Independent User Independent User 
 Levels: Basic user - Independent user - Proficient user 

Digital competences - Self-assessment grid 
  
  

Computer skills  

 Microsoft® Office suite (Word, Excel, PowerPoint, Visio, Project, FoxPro) 
 
 

ADDITIONAL INFORMATION  

Honors and awards 
 
 
 
 
 
 

Hobby 

 Non-Article 5 NATO Medal. 
 Sign of honor for 25th years of activity in Romanian Ministry of National Defense and outstanding 

professionalism in accomplish tasks and missions. 
 Worth medal “In Service of Peace First Class”. 
 Letter of Commendation, form Deputy Chief of Staff KFOR/NATO 
 Certificates of Appreciation. 

 
 Sports, reading, cinema, travels. 

 

http://europass.cedefop.europa.eu/en/resources/european-language-levels-cefr
http://europass.cedefop.europa.eu/en/resources/digital-competences

